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& Soundness bug ’ FREEREFLIEMYE o

SECTION
At+= - HEREER
TypeScript,/Gradual typing EZAIAEKAEREE .
o any;

* RARA Strict flags ;
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® K= Assertion ;

° REREEINBER o

AEREEE
° 1EE;
° Cl;

® Boundary validation ;
® Debtbudget ;

° BIERES -

SECTION

M - fUsEAREE

il

18
Proof R SEEEHR :

Model+Assumptions+Spec
=

Property
TEEBENFEHA :
* SpecHaRE;
® Compiler £ Bug ;
* Hardware % ;

° SMNERMKFEAI(E

-

° ZEHREHE-

SECTION

E+H - HRE(FAERE R
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B THERE) AERERRED > A8A !

® Benchmark ;

® Profile;

* Safe BCLLE ;

® Regression ;

° FHaiEE;

=113

([ ] %-}-o

EREREIR > FEHBREXE -

B8« ABURERIE > BiRHEE

L& API BEEREARZSHER * REOA BRI RERIFIHER

SECTION
B+t - EOELSE)ERRE

FHRERTIFTEREELRERETALE  MeFE L EREENFAIEER » K& Safe code [/
UnsafeCoredownarrow

SafeSurfaceuparrow

E+N\ - RS R LI

s R X A7
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A BRI

+
BEERE
BRTE—IE ©

SECTION

H+h ~ KEEFRFFRA

ELEAR  TATEHEY €21 -
P&

® Unknown ;

® Unsupported ;

® Requiresreview ;

® Runtime check ;

® Unsafe boundary °

SECTION

7t ShERSE A FE e BRsE B PEIE

SMNERE RHE A BRI R Mt

bytes

—

unknown

—

validated

-

typed

MAEE#E Assertion RS8R o
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SECTION

7n+— ~ RECOEE Profile

CIE=AvAN

General profile
No-unsafe profile
Verified profile
Embedded profile
FFI profile

Migration profile

EAR R ERREENES

SECTION

T s Z2REBHATIL TCB
EDHIW

® Compiler;

® Runtime;

® Unsafe modules ;

® Native libraries ;

® Build scripts ;

® Generated code ;

® Prooftools ;

® Platform assumptions °

SECTION

= FHRERBIHZEZHR
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EH 48 Unsafe bug EE IR > FEE R -

® i SafeAPl;

° AR ;
* #fLint;
® ¥ Proof;
° ¥IR;

° HFER-

At - Z2FERY

Memory
Type
Initialization
Control
Concurrency
Effect
Resource

Interop

T -~ BREOEA

Local block

Unsafe function
Unchecked conversion
Dynamic top type

FFI

Compiler flag

Unsafe package

Global effect escape

SECTION

717 - SHEARTFEIEAL
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Compiler-proved

Runtime-checked

Tool-proved

Caller-proved

Reviewer-audited

Environment-assumed

Unspecified

SECTION

7t - sREHETEEER R

fthE FREPERLE ?

MRS SRR EE S 2R E ?

MLEWES ?

MRLEEI7E Runtime 182 ?

MRLERE ST AZRREE ?

P42 Expression ~ Module B2 &1 ?

FRIFMGEE ?

EHEEEERY Safe API ?

al

EEAFRAREN?
NAIERIRSMNER A AR EABR R AR ?
LERRWEFZIELR - R ~ Unknown B ME ?

LEFRERTIHTCB?

NN\ FEERE TR#ZE HH

—fiIsREtEAIEE
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ol

ciEiER® ;

il

o hERIEE;
© BFFIAEMH;

° BRRARE;

* BERMRE

WRIRE SHER -

N BA

designer
language

version
safety_feature
escape_hatch
official_reference
compiler_options
tooling

governance_documents

SECTION

t+ « DER

BHERES

- Z2{RFERE

— PRAEHRFIER

- ZEAER

— FEpM Y

— Safe wrapper &
— TCB $fEY

— Unknown,~unsupported =12
- B RGIEE

— B ERRE

- EIRIRE
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SECTION

+-+— + JSON 5t#2

{
"mechanism": "unsafe block",

"guarantees_relaxed": [

"compiler verification of selected memory-safety preconditions"

I
"still_enforced": [
"syntax",
"ordinary type checking",
"lifetime rules not specifically escaped"
Il
"obligation_holder": "unsafe code author",
"scope": "lexical block",
"auditability": {
"searchable_keyword": true,
"safety_documentation": "required by policy"
b
"safe_encapsulation": {
"possible": true,
"caller_obligation": "none if wrapper is sound"
12
"failure": "undefined behavior if contract is violated"

}

SECTION

t+= « SKILL Z1LEI5

* i Memory safety BRERRARELE ;
® 1B unsafe RAXRARFFRE A ;

* il Safe wrapper BB &) Sound ;

® 38 SPARK Proof B RIERE ;

® i@ unsafePerformlO E—A&AERIT ;
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* {8 Type assertion B A% Runtime validation ;

* {8 unknown £ any ErEAER ;

® 3B C# Unverifiable %R B34 Memory corruption ;
® B Go unsafe &% 5T# Go 1 HHERE ;

* 7ZB& FFl ~ Compiler ~ Runtime £2 Native Library TCB ;

® & Preview & 1RAI 5 X Stable fRtg ;

* FIRTRhRZAEL Profile o

SECTION

t+= - KEMEREREER

BRAT ~ BIEESS « 2R~ BE5 ~ Kernel BHBIRIGHIMNBIRE R o

SECTION
t+0 - 2 FERHER/)
# Safe fragment #ZB MR ILIE > ERETAERE ° RMPEEBRZE -

SECTION

t+3 « BEARS AR RIENE

Proof + Audit £ Safe wrapper £ Library Brl#iH ; BEEERBEEMY > MAREARATIES ©

SECTION

t+75 - TRERBEEE

Rust Unsafe #281] « C# Memory safety model ~ SPARK 3z E&E[E - TypeScript Strict flags #8EIAECK & - B
BERFBENES SRR o
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SECTION

t++t « ZECHREE

BMEE S RIERIFARC » HidF !

° BEBRES;

® K% Safety contract ;

® &R/l Review ;

°* DMtrERBER

°* ARMETCB;
ERERNER -
Z2HEEHAE—IRABEE—IRIVER
BHIF AR EER

* LSRR PI B S AIRRLLE?

* [HLEERE Runtime 1&E ?

* [HLEEEE T B Proof ?

° MERFERERFERARE?

° MREEARFERENIXAEFTE ° SE= A SEEIEE 2R Runtime ~ Interop S MAEHR ?

° RV EREREABEREREREN  MARRCREBERERBRL?

AR -

cal-S

oxT o —

-
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(fREZPARE

+

REMTR

+

RHGAR

+

A

Gk CIE

+

ST

Ak :

[EscapeHatch
not=
NoSafety]

AIFERE

[Unsafelmplementation

+

Provenlnvariant

-

SoundSafelnterface]

BB

[SafeSyntax
not=

SafeSystem]
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ERRENR

g

* TCB;

° SRR ;
° BHR;

o fHfEE ;

° BE
PR o

PLDST #f:& 3t TERAIMRIME * FER
fiifRir =z ERREFER?
e :

thFES A S BRI AR ~ WP mPE3c4E Runtime SR T A ~ BILEREN M AIRE R
£ EEEREERERAR  EERRRERSER  BREN - ST TAAS

HEd &ﬁém%m%w7
ERE

(BL 2R ATAR
AN
ERFERENN A EF

EE—RREEHE T RNERER]

iFa .
[=1= 1 = B

s, Profile :
LR
TMREHE !
;EN -
FOEFIRIE

Bl S
BEER:
{EFREEE !
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=
EG T
Safe caller 2EIEINETR :
ETTH:

Runtime &% :

]
H o
WO

i) )

Proof :

SMERIRER ¢

TCB :

HEMRE .

KRUHER ¢

#1{ Safe API :

B -

B :

#fa Safe fragment R 2 :
IHA Safe B :

48, ERIEEE -
R/VREEE

Safety contract :
Representation invariant :
TEaR:=R :

Al

Fuzz :

Sanitizer /Miri,/Proof :
Review owner :

Safe wrapper :

TR

) (1 =3

[R1] Rust Project, The Rust Reference, “The unsafe keyword,” “Unsafety,” “Behavior considered

undefined,” and The Rustonomicon, “How Safe and Unsafe Interact.”
— unsafe &1 /FB1T7&7%5 « Safe,/Unsafe 25 - Unsafe operations 2 UB &1F

[R2] AdaCore, SPARK User’ s Guide, “Language Restrictions,” “Specification Features,” “Applying
SPARK in Practice,” and GNATprove limitations.

— SPARK F£& ~ Unchecked conversion ~» BB M ~ Flow analysis ~ Proof BARZ1R&E o
[R3] GHC ~“Haskell Base Libraries, System.|0.Unsafe and GHC.I0.Unsafe.
— unsafePerformIO BWALER IR ~ BIERIER « RIE(CHAZRITEEIREIE

[R4] TypeScript Documentation, “Type Compatibility,” “Everyday Types,” strictNullChecks,

TypeScript 3.0 unknown, and Declaration File Do’ sand Don’ ts.
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— BEFfEZ ~ any ~ unknown ~ Null safety E1iBiZ2 R -

[R5] Microsoft Learn, “Unsafe code, pointer types, and function pointers,” and “Unsafe code best

practices.”

— C# AJRREEL 2R ~ Unsafe Context ~ Pointer S E&IAIE o

[R6] Go Project, The Go Programming Language Specification and Package unsafe documentation.
— ZAARZE - ATED « FEEES RS -

[R7] Rust Edition Guide, “Unsafe extern blocks,” Rust2024.

— External definition B9 Safety obligation £2 unsafe extern Z8=(1E ©

[R8] Rust Reference, “Behavior considered undefined.”

— Unsafe code F UB IR &7% * BEEEBAEFRITAEEIE

[R9] AdaCore, SPARK Silver Level documentation.

— SRS ARE TR R N F R REE SEE o

[R10] AdaCore, SPARK Gold Level documentation.

— Program integrity ~ B EIEHIREZ 2B R o

[R11] Microsoft Learn, “Unsafe code best practices.”

— Unsafe B]4&i# Memory safety > FE{E5T =X Safe API MifRFBIHER R ©

G-M] Memory guarantee

G-T] Type guarantee

G-1] Initialization guarantee

Control guarantee
Data-raceconcurrency guarantee
Effect guarantee

Resource guarantee

Unsafe block
Unsafe function ~caller contract

]

]

]

]

] Interop guarantee
]

]

] Unchecked conversion
]

C
D
E
R
X
B
F
C
-A] Any,~assertion
-X

] FFI

Unsafe package

[
[
[
[G-
[G-
[G-
[G-
[G-
[H-
[H-
[H-
[H
[H
[H-
[H-
[0-

P]
G] Global escape
C]

Compiler obligation
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[
[
[
[

O-R] Runtime check
O-T] Tool proof
0O-H] Human proof

O-E] Environment assumption

SECTION

E.1 Rust unsafe BUREHRTE

BE#HZ¥ Rust Reference ~ Rustonomicon £ Rust 2024 Edition Guide :

unsafe fn ~ unsafe trait ~ unsafe static ZR] R T ELEINLRIEHE ;
unsafe {} ~ unsafe impl EXRTAIEX R EBREBITHMUEFIEENEZR2EH ;
unsafe RREBUFEIRIE * FEEUHEZHEEEEFRE ;

Unsafe code &R Undefined behavior A2 552 * R 2% UB BYsEBEE R Compiler 4512058
BE-

#![forbid(unsafe_code)] AT £ 1L Crate FRY Unsafe code ;

Rust 2024 E3K extern Block BB/~ unsafe * @4 7 :BINBE S RSB Safety obligation EFZE ©

AXFLER AR unsafe #i i 21E TRARAZ2ER) o

SECTION

E.2 SPARK fRsEE4R

B EIZ¥ 2026 4 SPARK User’ s Guide :

Stone : % SPARK

Bronze : #14a{CEAIFFEE R

Silver : Absence of Run-Time Errors
Gold : FAsRSTEMREIE

Platinum : SEEIhAEEKEEER

Silver WizL B R EEATE LIS E LEANMEINETHBIS ;
Gold 2 TFRARRNTEIER) * MEHMRTREIEBITRMHER ;

Platinum S #41R% ° BEAHSRERRER
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Unchecked_Conversion BY45 R AT SEHE AR GNATprove i5FEEIE ;

FIRBEERIRIH N TERIMRR o

AX BB %0 SPARK ~ Ada E4FE Proof Level SERE—TE4BEI L2 B0 o

SECTION

E.3 Haskell unsafePerformlO

B E#ZE R GHC Base Library £ Safe Haskell X :

& unsafePerform|O B2 EEH B A RIVER * BHMN X 1/0 BIKEE M unsafePerform|O MY R EIVER
EFF RIBEARFERE S

Compiler Inlining ~ Common-subexpression elimination £ Sharing & #2881 TR BB B4 ;
unsafeDupablePerform|O EE RIS ZEE T L HITAETIT » ERBITHRIGERIRMW PER ;
Safe Haskell B9 Safe dialect @#Eb& unsafePerformlO % A BIR AL Bl SR IE R B9 H ;

Safe Haskell 12t 2 HZE AL 2 EIE ° FHEIZEFMN T Untrusted-code sandbox ©

AX AR EEMUBMREMERNRHRRED > MAR—HR /0 EFER -

SECTION

E.4 TypeScript any * unknown R #2114

B E#1%# TypeScript Handbook  Type Compatibility - strictNullChecks £ unknown 21734 :
TypeScript EF BRREER SR RMERITAREA T JavaScript £REEE RAZMBRERR ;

any ¥ ERAEXBERAREFIEE ;

unknown RIEUWIESIE * {BfEF AT Narrow B Assertion ;

Type assertion EZ [ Type checker I#E1E > T & B#15E:8 Runtime B ;

strictNullChecks=false BF > null B undefined MR G Z# L5 R A KIS ZES ;
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* EAFRBEANBEERNMNERER ° E5%E R unknown M3E any °

B EF TypeScript BA5EE Sound ° 3 EEHER G R RZER2EE -

SECTION

E.5 C# Stable £l Preview i25#

B E#i%E 2026 £ Microsoft Learn :
* I[ITEEAIERLL unsafe Context A85F Pointer ~ Function pointer ~ K2 EIE Memory ER A BB IR(E ;
® Unsafe code F—EB&EHK ° MEXEMEEAH NET TRTEER

° BEAREBEHLEETELER Memory safety &AL Memory corruption ;

o

® C#15/.NET 11 IEE Preview E#i&#J Memory safety model ;

N==F 7

*  Preview BEEE S unsafe BEFEITEM Memory access * {lifF Caller safety obligation /5% o

FRUBBREREAIENZES > REMRER E RS H BHARERIEHE o

SECTION

E.6 Go unsafe

B E#1Z¥ Go Specification ~ Package unsafe £2 Go 1.4 Release Notes :
® unsafe @ Compiler KIiERY4F%k Built-in package ;
° TIRMTER—HK Type system HIEBESES] ;
* {§H unsafe By Package B ATEE Type safety ;
* AJEEAEIHE ;

* Go B BERAMEERER Unsafe code NMREEFRHER & Go 1 Compatibility promise ©

XA EARAF unsafe REHAGEAER) ° MAAERRRIFDER « TR « TREECFARIER -
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E.7 TR#253E=)1 HIAEERS

AXHH 22 FESI ARR

7£5BBRY Trusted Computing Base ~ BB ER BEESH

ReT o
EARERMD .

[lI'g

° RIBWEER

° ®|RF

° EERMES

° WAL

* SMERIREERIE 5

-Ea—

E

° MBHSEESRX;

® Compiler ~ Runtime E& Hardware Rg %KY °

SECTION

E.8 Bt R ZE B ENERFE

B WMRBMERASZOES ¢

BREO
+
ERTRY
MECIERER ~ #3249 ~ RAIEFT  EAHE
-
ZER st RBER L
TMEEMERZEBRRENAENIL > MAEES
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